ALLIANCE-MIDMED MEDICAL SCHEME: Process relating to the Unauthorised Access to or Acquisition of

Personal Information

Unauthorised access / acquisition

v

Information Officer is not implicated

\ 4

Detection is notified to employee /

another officer / Information Officer

Timeline: As soon as detected /
reasonably becoming aware

\ 4

Information Officer advised if
reported to employee / officer
Timeline: 2 hours

Y

Information Officer advises Chair of
the Board of Trustees
Timeline: 2 hours

v

R’

Information Officer investigates
incident and advises Chair of the
BOT of findings
Timeline: 1 - 5 business days (can
be longer depending on
circumstances)

detected

v

Information Officer is implicated

Y

Detection is notified to the Chair of
the Board of Trustees
Timeline: As soon as detected /
reasonably becoming aware

e

Medical Scheme implements controls /
corrective steps
Timeline: Immediately

Y

Y

Information Officer / Chair of BOT notifies
Information Regulator and data subjects as
prescribed (Section 22 of POPIA), after
obtaining legal advice
Timeline: As soon as reasonably

possible

Chair of the Board of Trustees
investigates incident and advises
board of findings, if applicable
Timeline: 1 - 5 business days (can
be longer depending on
circumstances)

Y

Medical Scheme implements directives of
Information Regulator, if any
Timeline: Directive of Information
Regulator / As soon as possible

Y

Information officer / Chair of the Board of
Trustees ensures corrective action / controls
fully implemented

Y

Medical Scheme implements remedial (e.g.
disciplinary or other) process with employee
/ Information Officer

Y

Information Officer ensures risk assessment
of systems and processes performed and
controls updated / implemented

Timeline:20 business days





  

